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Algorithm 1: Cascade Forest Algorithm

Inputs: feature vectors x, number of layers of cascade forest numi_layers.

Functions: multi-grained scanning processing function MGS, cascade forest layer processing function
Layers, vector concatenate function Concat, Average Calculation Function Avg, Function to get the
index corresponding to the maximum value ArgMax, Sequence Generation Function Range.
Outputs: predicted label y.

1. # Multi-grained scanning of raw dark web traffic data

2. x=MGS(x)

3. #Traverse each layer of the cascade forest

4. for idx in Range (num_layers):
5
6
7

#result is the processed result of each layer
result = Layers[idx](x)
#Update the input variable, concatenating the output of the previous layer and
the output of this layer to obtain a mixed vector
8. x = Concat(x, result)
9. #Average the output of each forest unit in the last layer
10. score = Avg(result)
11. # Select the label corresponding to the maximum value in score as the prediction result
12. y = ArgMax(score)
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